
Towards a Cloud-Based Infrastructure for Post-Quantum Cryptography 
Side-Channel Analysis

Introduction
• Post-Quantum Cryptography 

algorithms are becoming standardized
• Implementations need to be thoroughly 

evaluated against side-channel attacks
• There exists no SCA tool open to the 

public

Setup
• Take user’s implementation of PQC 

algorithm following API
• User submits job and platform for SCA 

evaluation
• Cloud tool processes job and does 

analysis on victim platform
• Cloud tool performs analysis and 

returns results back to the user

Goal
• Provide SCA infrastructure open to 

research and education
• Provide cloud-based multi-platform 

tool to remove effort of doing SCA
• Further increase SCA security for new 

standardized cryptography algorithms
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Power Analysis
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SCA-in-Cloud
A community driven cloud-based side-
channel analysis tool for Post-Quantum 

Cryptography algorithms
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Welch’s t-value
𝜇𝜇 = mean, S = Std. Dev.
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